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This paper is the result of various security assessments performed on several Liferay portal 
installations, in both a controlled lab environment and various production environments during 
several penetration tests. By having a full access to a Liferay portal installation, it was 
possible to discover vulnerabilities that might be missed during a penetration test. 

The inspiration for creating this paper came from the discovery of numerous security issues 
found within Liferay Portal during our security assessments. Additionally, due to the popularity 
of Liferay Portal it was felt worthwhile to provide a common guide to help administrators 
secure their installations. 

 

 

 

http://www.liferay.com/products/liferay-portal/overview


 

 

http://www.liferay.com/community/wiki/-/wiki/Main/7Cogs+Sample+Data
mailto:test@liferay.com/test


 



 

 



 



 

 

 

 

 

 

 

 

http://www.procheckup.com/procheckup-labs.aspx
http://www.procheckup.com/

